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Cancer Research Wales Privacy Policy


Cancer Research Wales is committed to protecting your personal information and being transparent about how we’re keeping and using it. We aim to be clear when we collect your information about what we’ll use it for, use your information in accordance with data protection laws and not do anything you wouldn’t reasonably expect. Respect for your rights and privacy is central to our Supporter Promise.

This policy explains how and why we collect, store and use the information you share with us. It applies to you if you’re a supporter, retail customer, volunteer, researcher, employee, or if you visit our website, email, call or write to us. 

We’ll never sell, rent or share your personal information to other organisations to use for their own marketing purposes, and will only share it in appropriate, legal or exceptional circumstances. 

We may make changes to this Privacy Policy from time to time to ensure it remains as up to date as possible and reflects any new legal requirements. Please visit this page to keep up to date with any changes. If we make any significant changes to the way we treat your personal information we will make this clear with a prominent notice on our website or by contacting you directly. 

This policy was last updated in December 2025. 
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1. [bookmark: _Toc125036490]Who we are 

In this Privacy Policy, “Cancer Research Wales”, “CRW”, “we”, “us” or “our” means: Cancer Research Wales, a charity registered in England and Wales (1167290) at the following address: 

22 Neptune Court 
Vanguard Way
Cardiff CF24 5PJ

If you have any questions relating to this Privacy Policy or how we use your personal information, please get in touch at the details below: 

Telephone: 029 2185 5050 
E-mail: contact-us@cancerresearchwales.org.uk 
Website: www.cancerresearch.wales 

2. [bookmark: _Toc125036491]What is personal information?

Personal information is any information that can be used to identify you directly or indirectly, from the information in question itself or when used in combination with other information. For example, a name, identification number, location data, IP address, address, phone number, CCTV footage, and information relating to your health and personal circumstances. It does not include anonymous data where the identity has been removed.

3. [bookmark: _Toc125036492]Why we hold and process your personal information

At Cancer Research Wales we are committed to both protecting & respecting your privacy and we take data protection very seriously.

As you browse our website, get in touch with us or use our services, we collect information. This allows us to understand what you are interested in, and helps us improve the way we communicate with you about our work and how you can help.

We will never sell, rent or share your information to another organisation for their own marketing purposes. However, we do need to collect and use your personal information for carefully considered and legitimate business purposes, which help Cancer Research Wales raise money effectively and deliver our life-saving research.

Our Privacy Policy takes into account several laws, including: 
· the Data Protection Act 2018
· the Privacy and Electronic Communications (EC Directive) Regulations 2003
· the General Data Protection Regulation (EU) 2016/679
· the Data (Use and Access) Act 2025 (“DUAA”)

We hold and process supporters' personal information for a number of reasons:

· To keep a record of donations made and actions taken by our supporters and our communications with them;
· To send our supporters marketing information, including about our projects, fundraising activities and appeals where we have their consent or are otherwise allowed to;
· To support volunteers, whether in shops or participating in fundraising events;
· To claim Gift Aid on donations;
· To fulfil contractual obligations entered into with supporters e.g. online purchases;
· To keep people safe, whether they are visitors to our shops, staff or participants in events;
· To comply with our legal obligations;
· To manage our organisation; and
· To ensure we do not send unwanted information to supporters or members of the public who have informed us they do not wish to be contacted.

Under the General Data Protection Regulation (GDPR), the lawful bases we rely on for processing this information are:

1. Your consent. You are able to remove your consent at any time. You can do this by contacting us using the details above.
2. We have a contractual obligation to process the information.
3. We have a legal obligation to process the information, or need the information to perform a public task.
4. We have a vital interest in processing the information.
5. We have a legitimate interest in processing the information.

We have set out in section 4 below the legal basis on which we process each of the types of personal information that we collect.

We rely on the "legitimate interests" basis to process the following types of information:
· We may send you communications about our work and how you can help
· Analysis and profiling of our supporters or potential supporters
· Updating your address using third party sources if you have moved house 
· Use of personal information when we are monitoring use of our website or apps for technical purposes
· Use of personal information to administer, review and keep an internal record of the people we work with, including supporters, volunteers and researchers
· Where you have signed up with us on a charity place for a third party event (for example a sponsored run not organised by Cancer Research Wales), sharing personal information with the third party event organiser so they can administer the event

We only rely on legitimate interests where we consider that any potential impact on you (positive and negative), how intrusive it is from a privacy perspective and your rights under data protection laws do not override our (or others’) interests in us using your information in this way.

Once the relevant provisions of the DUAA come into force (expected to be 2026), we will also rely on the “soft opt-in” to send direct marketing to promote our charitable objects to individuals who have indicated that they wish to support our charitable purposes – for example individuals who attend our events, donate to us, volunteer with us etc.

4. [bookmark: _Ref115106190][bookmark: _Toc125036493]What personal information do we collect and why?

The type of information we collect and the lawful basis we have for doing so depends on our relationship and interaction with you. This is explained in the table below:

	
	Data subject
	Type of information processed

	What we do with your information
	Our legal basis for doing so


	1.
	CRW staff and volunteers (volunteer policy is currently being updated internally)

	· Name and title
· Postal address
· Phone number and email address
· Date of birth
· Bank account details
· Next of kin details 

	Keep it in our HR database (either electronically or in hard copy) to use in contracts and other documents you have with us e.g. to pay your salary
	(2) – Contractual obligation

	
	
	· Employment status and DBS information


	Process job applications, assess candidate suitability, prevent fraud and money laundering, manage and safeguard employees and volunteers, undertake credit risk reduction activities

	(2) – Contractual obligation


	
	
	· Recordings of Teams meetings where relevant and helpful

	Stored on CRW IT systems for as long as they’re required
	(1) – Consent

	
	
	
	
	

	2.
	Donors and fundraisers for CRW including researchers in research projects


	· Name and title
· Postal address
· Phone number and email address

	Verify your identity

Hold and use this information for marketing and fundraising communications

	(1) – Contractual obligation
(5) Legitimate interest 

	
	
	
	
	

	
	
	· Your bank or credit/debit card details where you provide these to make a donation or payment

	Pass the details securely to our payment processors in order to process payments
	(2) – Contractual obligation

	
	
	· Information about your next of kin and any access requirements you may have
· E.g. if you are taking part in an event with us, or are sharing your experience of cancer with us

	Organise and manage events and support fundraising activities
	
(1) – Consent



	
	
	· Your UK taxpayer status
· Your Gift Aid declaration
· The amount of Gift Aid we have claimed

	Record and use this information in order to claim Gift Aid on your donations
	(3) – Legal obligation

	
	
	· Information or communications about a pledged gift in your Will
· Information regarding next of kin e.g. to help us administer your Will

	Use this information in order to process the receipt of your gift
	(2) – Contractual obligation

	
	
	· Employment history including application and contact details e.g. if you are a researcher in a grant or research project
· Bank details for the payment of honorariums where appropriate

	Verify your identity, process honorariums, conduct due diligence and ethical screening

	(2) – Contractual obligation

	
	
	· Photographs or videos of you e.g. if you participate in an event or share your story

	Share content on our Website and social media pages, include in marketing communications, for example newsletters or Direct Mail appeals
	(1) – Consent

	3.
	Other members of the public
	· Name and title
· Postal address
· Phone number and email address
· Gender

	Hold and use this information for marketing and fundraising communications

	(5) – Legitimate interest


	
	
	· Your activities on our Website and social media platforms
· Information about the device you use to access our Website e.g. IP address and location

	Monitoring purposes e.g. to help us understand how people use our website, identify visitor location, guard against disruptive use, monitor website traffic, personalise information presented to users, provide users with targeted advertisements, analyse and improve the content and operation of our website, and display content in a way appropriate to the device used

	(5) – Legitimate interest

	
	
	
	
	

	
	
	· Information about the services you use and any purchases or donations you make 
· Your marketing contact preferences
· Communications between us and you

	For marketing purposes e.g. to provide you with information, products or services you have requested from us, or that we feel may be of interest to you, and to tailor advertising according to your interests

	(5) – Legitimate interest

	
	
	
	
	



Special Category Data

Data protection law recognises that some types of personal information, Special Category Data, are more sensitive. This includes information relating to health, race, ethnic origin, political opinions, religious beliefs, trade union membership, genetics and biometrics.

In limited cases, we may collect special category data about you. We would only do this if there is a clear reason for doing so, or to provide appropriate facilities or support. We may also collect this type of information if you make it public or volunteer it to us, for example if you are sharing your experience of cancer with us. We may also use this information on an anonymised basis to help monitor equal opportunities.

We aim to make it clear why we are collecting this type of information and what it will be used for. 

All sensitive personal information data is stored on a secure database to which only a limited number of relevant staff have access. It is deleted when no longer relevant, is never shared with third parties and is available to you at any point should you wish to see it.

Children’s data	Comment by Siobhan Williams: Do you collect children’s data?

Cancer Research Wales is currently working on this internally and this section will be updated in due course.

5. [bookmark: _Toc125036494]How we collect information about you

We may collect your personal information in these circumstances:

When you provide it to us directly

You may give us your information directly by a variety of means; verbally, electronically or on paper. This information might be provided in order to make a donation, share your story, submit an enquiry through an online form, sign up for one of our events, buy from our shops, register as a volunteer, apply for research funding, apply for a job, or otherwise communicate with us.

When you provide it to us indirectly 

Your information may be shared with us by third parties, for example:

· when you sign up to events such as the London Marathon, contribute to fundraising sites like Just Giving, Enthuse, Facebook, or set up a memorial page or get in contact with funeral directors. These independent third parties will pass your information to us where you have indicated you wish to support Cancer Research Wales and have given your permission, or it is a necessary part of completing a contract with you;

· authorised third parties, subcontractors and business partners who provide us with technical, payment or delivery services, advertising networks and search/analytics providers used on our website;

· if a friend or family member signs you up for one of our events;

· if you are a researcher and your information is shared with us by the principal investigator or institution;

· if you have provided permission for a company or other organisation to share your data with third parties, including charities.

Where you provide personal information to a third party we would encourage you to check any Privacy Policy provided. 

When you access Cancer Research Wales’ social media

We may also obtain your personal information through your use of social media and messaging services like Facebook, Twitter and WhatsApp, depending on your settings or the privacy policies of these services. Consequently, we encourage you to review your permissions and privacy settings on a regular basis.

In particular, when we run a marketing or fundraising campaign on Facebook, we may use a tool called Facebook Pixel, which helps us to understand the effectiveness of our advertising by letting us know when users click on links to our campaigns, and what they do after clicking on a link from Facebook to our Website.

Further information about Facebook Pixel can be found here.

When the information is available publicly 

We may use information in the public domain, such as newspaper articles, electoral registers and information from Companies House. We may combine this type of information with information you provide to us, as long as it is reasonable to do so, in order to gain a better understanding of our supporters to improve our fundraising methods, products and services, or to keep our information up to date. 

When you use our website

When you use our website, Cancer Research Wales uses cookies to improve our website and user experiences. You can view our Cookie Policy here.

As per common website practice, we will also receive information automatically when you access our website, such as what pages you have visited, what type of device you’re using, your browser type, IP address and any errors you encountered. Your device manufacturer will have more details about the information your device provides us.

Our Website contains hyperlinks to websites owned by other organisations, and as such they have their own privacy policies which we encourage you to review.

Sharing your story or experience

Some people choose to share their story or experience of cancer with us. This may include sensitive information about their health and family, as well as photos and/or video. We will always make sure we have explicit and informed consent from you, or your parent or guardian if you are under 16, to collect and process this information, which may be shared in promotional materials, fundraising campaigns, or events, or in documents like our annual report. We will ask you for your consent at the time we collect the information and will never use your information without your consent. We will always keep this information safe and secure.

If you decide you no longer want us to use your story and information, please get in touch at 029 2185 5050 or contact-us@cancerresearchwales.org.uk.

6. [bookmark: _Toc125036495]How and when you will hear from us

We think it’s important to let our supporters know how their money is being spent and to say thank you for their generosity. We send information to individuals who have supported us to say thank you and provide updates on our work. We will tailor the amount and type of these communications depending on the ways in which you have provided support.

If you ask for details of, or register for, a CRW event or fundraising activity, we will send you information including, where relevant, ideas for fundraising, key information about the activity and reminders to submit any money raised.

Where you have signed up for an event with a third party (for example the London Marathon) and told the event organiser that you wish to fundraise for us, we may contact you with information and support for your fundraising for that event. 

If you take part in a CRW or third party event, we may contact you to let you know that the event is happening again and how you can register, unless you have specifically opted out of further marketing.

Being able to contact previous supporters to ask them to consider supporting us again is a very cost-effective way of raising funds. Our marketing communications include information about our latest breakthroughs, campaigns and lifesaving work and requests for donations or other support. When you provide your details to us, you will be asked to opt in to receiving marketing communications. Should you decide to opt in, our marketing communications will always provide you with a way to opt out of receiving them.

When the relevant provisions of the DUAA come into force, we will rely on the “soft opt-out” provisions to add individuals who have expressed an interest in supporting out charitable objectives – including but not limited to supporters, donors, volunteers, people who have signed up to our events.  This will only apply to those individuals whose details are gathered after the relevant provisions of the DUAA comes into force, and you will be able to opt-out of this mailing list both at the time your details are gathered by us, and at any time in the future.

We may use information we hold about you, for example the record of your previous donations to and/or relationship with us, your location and demographics, as well as the type of activity you have been involved with, to tailor our communications with you about future activities.

If you’ve decided you don’t want to be contacted for marketing purposes, we may still need to contact you for administrative purposes. This may include where we are processing a donation you’ve made and any related Gift Aid, thanking you for a donation or participation in an event, or keeping in touch with you about volunteering activities you are doing for us.

Managing your contact preferences

We make it easy for you to tell us how you want us to keep in touch with you. Our forms have clear marketing preference questions and we include information on how to opt out when we send you communications. If you don’t want to hear from us you can change your preferences at any time.  Just let us know when you provide your data or get in touch on 029 2185 5050 or contact-us@cancerresearchwales.org.uk.

We recognise that consent doesn’t last forever and that circumstances change. We will take into account when you last provided permission and the nature of your support when deciding if it is still appropriate for us to get in touch. You can change your mind about your preferences at any time by contacting us on 029 2185 5050 or contact-us@cancerresearchwales.org.uk.

7. [bookmark: _Toc125036496]Sharing your personal information

We will never sell, rent or share your personal information to third parties for their own marketing purposes. 

We may share your information with third parties including:

· Carefully selected partners that are carrying out work on our behalf, such as mailing houses, marketing agencies, IT specialists and research firms. They may do work such as processing, packaging, mailing and delivering purchases, sending postal mail or emails, carrying out research or analysis, and processing card or Direct Debit payments or donations. We only choose partners we can trust;
· Event providers and giving platforms, if you are a donor or volunteer;
· Researchers, volunteer advisory panels, joint funders of research, host institutions and external members of our committees;
· Co-beneficiaries, if you are a legator;
· HMRC, pensions providers, life assurance companies, analytics and search engine providers, if you are an employee or job applicant; 
· Where you have agreed to receive email marketing communications from us, we may provide your email address in an encrypted format to social media companies or to digital advertising networks that are providing services to us by displaying our advertising to you on those social media platforms and other websites, as well as identifying audiences with interests similar to yours. You can opt out of your data being used in this way by contacting us or our Data Protection Officer as described below. However, this will not prevent our advertisements being shown to you on a randomised basis or based on cookie data and may mean that you stop receiving marketing communications from us more generally; and
· IT service providers, if you are a member of staff at CRW using our IT systems.

Where we are legally required or under a regulatory duty to do so, we may provide your information to law enforcement, regulatory bodies or legal advisors, or when we believe it’s necessary to protect or defend our rights, property or the personal safety of our people or visitors to our premises or websites.

8. [bookmark: _Toc125036497]How we protect your personal information

Cancer Research Wales is committed to protecting the security of the personal information you share with us. We have implemented appropriate technical, physical and organisational measures to ensure the security of your information once we have received it. For example, we use strict procedures and security features to prevent unauthorised access to your personal information.

However we cannot guarantee the security of your information when it is transmitted over the internet or sent through the post, so any transmission is at your own risk. 

All information you provide to us is stored on secure servers and any payment details will be passed securely to our payment processing providers according to the Payment Card Industry Security Standards and encrypted using SSL technology. Where we have given you (or where you have chosen) a password which enables you to access certain parts of our site, you are responsible for keeping this password confidential. We ask you not to share a password with anyone. 

The information that we collect from you may, on occasions, be transferred to, and stored at, a destination outside the UK. It may be transferred to third parties outside of the UK for the furtherance of our charitable activities. It may also be processed by staff operating outside the UK who work for us, for one of our subcontractors or business partners including those engaged in, among other things, peer review of the research that we fund. By submitting your personal information, you agree to this transfer, storing or processing. We will take all steps reasonably necessary to ensure that your information is treated securely and in accordance with this privacy policy.  Whenever we transfer your personal data out of the UK to countries which have laws that do not provide the same level of data protection as the UK law, we always ensure that a similar degree of protection is afforded to it.  For example, we may use specific standard contractual terms approved for use in the UK which give the transferred personal data the same protection as it has in the UK,

9. [bookmark: _Toc125036498]How long we keep your information

We will keep and delete your personal information in line with our internal policies and will keep it no longer than is reasonably necessary for the purposes for which it was collected for. How long it will be stored for depends on the information in question, what it is being used for, and sometimes statutory legal requirements, for example tax, or health and safety requirements.

10. [bookmark: _Toc125036499]Your data protection rights

Under data protection law, you have certain rights over your personal information and how we use it, which are summarised below. 

If you wish to exercise any of these rights, please contact us by writing to Cancer Research Wales, 22 Neptune Court, Vanguard Way, Cardiff, CF24 5PJ, or emailing us at contact-us@cancerresearchwales.org.uk.

We may be required to ask for further information and/or evidence of identity. We will consider each request in accordance with all applicable data protection laws and regulations and will endeavour to respond fully to all requests within one month. You are not required to pay any charge for exercising your rights.

Please note that exceptions apply to a number of these rights, and not all rights will be applicable in all circumstances. For more information you can consult the guidance on the ICO’s website.

Under UK data protection law you have a number of rights, including:

· Your right to be informed – you have the right to be informed about the collection and use of your personal information, and we are required to be transparent about how we do this.

· Your right of access – You have the right to access and receive a copy of any personal information we hold about you.

· Your right to rectification – You have the right to have inaccurate personal information corrected, or completed if it is incomplete.

· Your right to erasure – You have the right to have your personal information erased. This is also known as the ‘right to be forgotten’. This right is not absolute and only applies in certain circumstances.

· Your right to restrict processing – You have the right to request us to restrict the processing of your information or suppress it. This right is not absolute and only applies in certain circumstances. If you exercise this right, we will still store your data, but not use it.

· Your right to data portability – You have the right to obtain your personal information from us and reuse it for your own purposes across different services without affecting its usability, or to request that we transfer this information directly to another data controller. This right only applies to information you have provided directly to us.

· Your right to object – You have the right to object to the processing of your personal information in certain circumstances. We must tell you about your right to object. The right to object is not absolute, but we must comply with any request to stop processing your personal information for the purposes of direct marketing.

· Your rights related to automated decision making including profiling – you have the right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning you or similarly significantly affects you.

You are not required to pay any charge for exercising your data protection rights above. If you make a request, we have one month to respond to you.

11. [bookmark: _Toc125036500]What to do if you’re not happy with our use of your information

In the first instance please talk to us directly so we can help resolve any problem or query. We appreciate receiving feedback which will help us learn and improve. You can get in touch via post or email, and we will respond to any complaints we receive. You can read more about our Concerns and Complaints Policy here.

If you have any concerns about our use of your personal information, you can make a complaint to us using the contact details above.
 
You also have the right to contact the Information Commissioner’s Office (ICO) if you have any concerns. The ICO's contact details are below:

[bookmark: _Hlk115010888]Information Commissioner’s Office 
Wycliffe House 
Water Lane 
Wilmslow 
Cheshire SK9 5AF 

Helpline number: 0303 123 1113
ICO website: www.ico.org.uk

12. Changes to this privacy policy and your duty to inform us of changes

We keep our privacy policy under regular review.  This version was last updated in December 2025.

It is important that the personal data we hold about you is accurate and current. Please keep us informed if your personal data changes during your relationship with us, for example a new address or email address.
13. 	Third party links 

Our website may include links to third-party websites, plug-ins and applications. Clicking on those links or enabling those connections may allow third parties to collect or share data about you. We do not control these third-party websites and are not responsible for their privacy statements. When you leave our website, we encourage you to read the privacy policy of every website you visit.
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